
Cartography, privacy and surveillance:
Are some parts of the Web better left

unmapped?

Martin Dodge
Centre for Advanced Spatial Analysis, University College London

Web: espaces de navigation, objets d’exploration, 13th May 2004



“… we have every reason to believe that
cyberspace, left to itself, will not fulfill the

promise of freedom. Left to itself, cyberspace
will become a perfect tool of control … The
invisible hand of cyberspace is building an

architecture that is quite the opposite of what
it was at cyberspace’s birth.”

Lawrence Lessig, Code and Other Laws of Cyberspace





WATCHING THE WEB



Perfect panopticon for commerce?
According to Ron Kohavi director of data mining and personalization at Amazon.com

(source: http://robotics.stanford.edu/users/ronnyk/etailKohavi.pdf)



Defining privacy
• Justice Brandeis (1890), ‘the right to be let alone’

• modern privacy benchmark, at an international level,
can be found in the 1948 Universal Declaration of
Human Rights, which specifically protects territorial
and communications privacy. Article 12 states:

• ‘No one should be subjected to arbitrary interference
with his privacy, family, home or correspondence, nor
to attacks on his honour or reputation. Everyone has
the right to the protection of the law against such
interference or attacks.’ (www.un.org/Overview/rights.html)

• the power to control what others can come to know
about you



Web and individual privacy
• nothing new.

ongoing
tension and
debate

• most express
concern but
actions are
ambivalent



Expectations of anonymity
and rights to privacy?



Leaky browsing





‘Privacy through obscurity’

• liberties come, in large part, because of the
inherent administrative inefficiencies in surveillance

• rapid developments in data mining of online
interactions are changing the balance:
– looking deeper, easy zero in on a single person
– looking backwards. many more things kept and getting kept

for longer time
– profiles across time and space. prediction of future

• unintended leakage, permeable borders to private
information

• widening access. ‘bottom-up’ surveillance. anyone
can google me. (e.g. Google access to Usenet
archives; Way Back Machine at Internet Archive)



Googledorks! 
googleDork (gOO gôl'Dôrk) noun 1. Slang. 

An inept or foolish person as revealed by Google.

(Source: ‘Online search engines help lift cover of privacy’
Washington Post, 9th February 2004)



Benefits of forgetfulness ?

1993



1996

URL still works!





Commerce likes to know you (a lot)
According to Ron Kohavi director of data mining and personalization at Amazon.com

(source: http://robotics.stanford.edu/users/ronnyk/etailKohavi.pdf)



Linking data to give combined portrait
According to Ron Kohavi director of data mining and personalization at Amazon.com

(source: http://robotics.stanford.edu/users/ronnyk/etailKohavi.pdf)



Power of maps

1. seeing patterns (eureka moment)

2. revealing process
• (proving theory to others)

3. classifying space and people. enables
geographically specific action



Dr John Snow’s ‘Cholera’ Map, 1854



Charles Booth's ‘Inquiry into the
Life and Labour of the People in

London’, 1880s

(Source: www.umich.edu/~risotto/ )



MAPS FOR WEB
SURVEILLANCE



Difference mapping makes
• visual data mining of social cyberspace
• opportunities to combine powerful capabilities of

software and people, exploits best abilities of both
• fast but dumb calculation and record keeping versus

slow but smart recognition and interpretation
• case studies

1. hyperlink structures
2. clickstream visualisation
3. list participation / posting
4. chat dynamics
5. social networks in email
6. activities in 3d virtual worlds

• not designed for surveillance in a negative sense,
but raise privacy concerns in their application



1. Hyperlink structures





• data mining is automated extraction of
hidden predictive information from large
databases (e.g. web logs & transactions)

2. Web browsing patterns,
clickstream visualisation



• Research
– NIST’s VISVIP
– Stanford’s WebQuilt
– Ben Fry’s Anemone

• Commercial
– Blue Martini’s ClickViz
– Insight’s eBizinsights
– Vividence ClickStreams
– NetRaker Clickstream



Blue Martini’s ClickViz

(Source: Brainerd, J. and Becker B., 2001. “Case Study: E-Commerce Clickstream Visualization”)



VISVIP
by John Cugini

(Source: http://zing.ncsl.nist.gov/WebTools/VisVIP/overview.html)



3. Community structure and
individual participation



VisualWho by
Judith Donath, MIT
Media Lab

(Source: http://smg.www.media.mit.edu/projects/VisualWho/ )

Mailing list affinities



4 . Individual movement and activities
in 3d virtual worlds



Katy Börner, Indiana University http://ella.slis.indiana.edu/~katy/

 Interactive visualisation tool for analysing user trails in ActiveWorld space. 





Beyond individual privacy rights

• surveillance grants the watcher greater power of the
watched

• negative implications of censorship and discrimination
(informational, financial and material)

• feedback effect - narrowing of choice
• enabling better blocking and censorship. chilling of

cyberspace by DMCA and post 9-11 security paranoia

• decline in ability to read anonymously. attempted
anonymity will be seen as marker of suspicion and risk

• dangers of self censorship



We don’t like your browser,
you can’t come in

“Exclusively for Everyone (except mozilla users)”



• maps of social cyberspaces are ‘responsible artefacts’, that do not
destroy what they seek to represent or enhance.

• Marc Smith notes, ‘[t]he bright light of social science research can
create an unpleasant glare for participants drawn to a dimly lit online
space.’ (from Invisible crowds in cyberspace: Mapping the social
structure of the Usenet)

• Unrelated activities tied together into unified dossiers, sum of the
parts of more revealing

• easily drawn into governmental security systems,
commercial consumption profiling systems

• moving from discretionary to mandatory

• ‘software sorted society’ based on their activity patterns

Ethics of researchers and their tools 



• questions ?? I would welcome feedback to
m.dodge@ucl.ac.uk

• the slides of this presentation are available at
http://www.casa.ucl.ac.uk/martin/paris04.pdf

• Terra Australis Incognita map courtesy of National Library
of Australia http://nla.gov.au/nla.map-nk2456-13

• further reading:

www.rsf.org www.privacyinternational.org/survey/censorship/


